@ Symfony

Security component
Authentication

Maps all the “secured areas” available.

For every one of them it holds:

- A request matcher

- A collection of listeners

If a request matcher matches the current request
all the associated listeners are invoked to see if

REQUEST

the request can be used to authenticate the user.

LISTENER A

Analyzes the current request and creates a token
from the authentication data present in it. Then it
tries to authenticate the user by authenticating the
token.

a listener may:

- authenticate a user

- throw an AuthenticationException

- do nothing (no authentication information)

An object that retains the user’s credentials
(Authentication Data) present in the request

It holds several authentication providers, each
supporting a different type of token. It uses the
token to decide wich one to adopt to proceed with
the authentication process.
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Verifies the user’s authentication information
stored in the token and returns an authenticated
token

An object that indicates which user is currently
authenticated and what roles he have.
Once created it is stored into the Security Context.
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